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Please delete the section entitled ^^SUMMARY OF THE INVENTION" in its entirety and 
substitute the following section therefor: 



[0021] The present invention, among other applications, is directed to solving these and 
other problems and disadvantages of the prior art. The present invention provides a 
superior technique for performing cryptographic operations within a microprocessor. In 
one embodiment, an apparatus in a microprocessor is provided for accompHshing 
cryptographic operations. The apparatus includes a cryptographic instruction and 
execution logic. The cryptographic instruction is received by a computing device as part 
of an instruction flow executing on the computing device, wherein the cryptographic 
instruction prescribes one of the cryptographic operations to be executed on a plurality of 
input text blocks an d where th e cryptographic instru ction also prescribes one o f a 
plurality of block cipher modes to be employed in accompHshing the one of the 
cryptographic operations. The execution logic is operatively coupled to the 
cryptographic instruction and executes the one of the cryptographic operations. The 
execution logic includes a cryptography unit that executes a plurality of cryptographic 
rounds on each of the plurality of input text blocks to generate a corresponding each of a 
plurality of output text blocks, where the plurality of cryptographic rounds are prescribed 
by a control word that is provided to the cryptography unit, and where the plurality of 
input text blocks are retrieved from memory, arid where the plurality of output text blocks 
are stored to the memory. The one of the cryptographic operations includes indicating 
whether the one of the cryptographic operations has been interrupted by an interrupting 
event. 

[0022] One aspect of the present invention contemplates a apparatus for performing 
cryptographic operations. The apparatus includes a cryptography unit within a device, 
block pointer logic, and a bit within a register. The cryptography unit executes one of the 
cryptographic operations responsive to . receipt of a cryptographic instruction within an 
instruction flow that prescribes the one of the cryptographic operations, where th e 
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cryptographic instruction also specifies one of a plurality of block cipher modes to be 
employed when perf or ming s aid one o f the cryptograp hic o peration s, and where' the 
cryptography unit is configured execute a plurality of cryptographic rounds on each of a 
plurality of input data blocks to generate a corresponding each of a plurality of output 
data blocks, and where the plurality of input data blocks are retrieved from memory, and 
where the plurality of output data blocks are stored to the memory. The block pointer 
logic is operatively coupled to the cryptography unit. The block pointer logic is 
configured to direct the device to modify pointers to the plurality of input and output data 
blocks in memory to point to next input and output data blocks at the completion of the 
one of the cryptographic operations on a current input data block. The bit within the 
register is operatively coupled to the cryptography unit. The bit indicates that execution 
of the one of the cryptographic operations has been interrupted by an interrupting event. 

[0023] /\nother aspect of the present invention comprehends a method for performing 
cryptographic operations in a device. The method includes fetching a cryptographic 
i nstructio n fr om memory, wherein t he cryptog raphic instruction prescribes on e of the 
cryptoeraphic operations alone with one of a plurality of block cipher modes to be 
employed \yhen performing the one or the cryptogra phic operations; retrieving a plurality 
of input data blocks from memory; ernploying the one of a plurality of block cipher 
modes and /executing the onee-x^euting-ene of the cryptographic operations on the 

4 

plurality of input data blocks to generate a corresponding plurality of output data blocks, 
where the executing is performed responsive to the fetchingr ege^ving-ar-eryptographi<? 
in&tructkm; — and — w4ieFe— 4h© — erypte^-aphie— instmetioH — pF©s©fi-bes— 4he — efi&— €>f— t-b^ 
^^r^'ptographie-eperat-ioHs; storing the corresponding plurality of output text blocks to the 
memory; and indicating whether an interrupting event has occurred during said 
executing. 
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